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Continuous Monitoring

One of the most critical components of an effective risk

management program is continuous monitoring.

Whether an organization needs to ensure compliance,

identify and respond to threats, or track and protect

confidential and other critical data, an extensive con-

tinuous monitoring capability is a must in order to

assess risk posture on a regular basis. Whether there

is a need for a real-time purview into networks, appli-

cations, or end points; improved risk-based decision

making; direct and positive impact on security; or a

desire for higher security return on investment (ROI)

Patriot is able to assist in an organization’s continuous

monitoring initiative.

The importance of continuous monitoring has been

highlighted in NIST Special Publication (SP) 800‐37,

Revision 1, which identified continuous monitoring as

one of the six steps in the Risk Management

Framework (RMF). NIST Draft SP 800-137 went 

further to outline a continuous monitoring process flow

agencies need to follow:

• Develop a monitoring strategy

• Establish measures and metrics

• Establish monitoring & assessment frequencies

• Implement

• Analyze data and report findings

• Respond and mitigate

• Review and update

In the private sector, continuous monitoring is taking

hold in numerous organizations that are seeking to

implement information governance, risk, and compli-

ance (GRC) capabilities bolstered by continuous 

monitoring of key security controls.

Leveraging its deep relationships with a number of

hardware and software vendors, the Patriot

Continuous Monitoring service can provide the follow-

ing benefits:

• Maintain an accurate picture of an organization’s

security risk posture

• Provide visibility into assets

• Leverage automated data feeds

• Allow for quantification of risk

• Ensure continued effectiveness of security controls

• Provide automated remediation

• Enable prioritization of remedies
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Founded in 1996, Patriot Technologies is a privately owned, small business headquartered in Frederick, MD serving

government and commercial organizations worldwide. To learn more about how Patriot’s Professional Services can

benefit your enterprise, call 301-695-7500 or visit www.patriot–tech.com.

Phone 301.695.7500

Fax 301.695.4711

E n t e r p r i s e  L i f e c y c l e  S e c u r i t y  S p e c i a l i s t s

In addition to assisting federal agencies in establishing the NIST Draft SP 800-137 work flows outlined above,

Patriot is able to put into place an entire continuous monitoring program that can include any or all of the following

components/phases:

• Continuous Discovery: Discovering and maintaining near real-time inventory of all networks and information

assets including hardware and software; identifying and tracking confidential and critical data stored on desktops,

laptops, and servers

• Continuous Assessment: Automatically scanning and comparing information assets against industry and data

repositories to determine vulnerabilities; prioritizing findings and providing detailed reporting by department, 

platform, network, asset, and vulnerability type

• Continuous Audit: Continuously evaluating client, server, and network device configurations and comparing with

standards and policies; gaining insight into problematic controls, usage patterns, and access permissions of 

sensitive data

• Continuous Patching: Automatically deploying and updating software to eliminate vulnerabilities and maintain

compliance; correcting configuration settings including network access and provision software according to 

end-user’s role and policies

• Continuous Reporting: Aggregating disparate scanning results from different departments, scan types, and 

organizations into one central repository; automatically analyzing and correlating unusual activities in compliance

with regulations

From strategic planning of a continuous monitoring program to its deployment and operation, Patriot is able to 

assist in implementing a continuous monitoring program that improves risk posture and ensures compliance with

regulations and other guidance.

Patriot’s deep experience in security risk software and hardware allows us to bring broad subject matter expertise

across a number of vendor platforms. For example, we have current, extensive experience and certifications in the

following solutions:

IBM TIvOLI ENDPOINT MANAGER 

GSA# GS-35F-4363D
We Accept IMPAC Visa Card
USDA BPA#AG-3142-B-08-0018
ESI SmartBUY# FA8771-07-A-0307 (Check Point)
NIH SmartBUY BPA# HHSN 263999900685B
BPA# W91QUZ-06-A-0005 (Websense)
SAIR SmartBUY BPA# GSQ0009AE0013 (BigFix)
Consulting and Technical Services (CATS) Contract
MD CATS Contract# 050R5800338

Other vehicles available: Encore II,
Firstsource, ITES-2H, ITES-2S, NETCENTS,
SEWP, Tiger, Treasury Commercial
Vehicle (TCV), GSA Stars, Networx,
SDVOB and 8a partnerships, Arete
Government Solutions, Leasing options

CAGE Code: 07FD4
DUNS: 933945248
Federal ID# 52-1957100 GSA Agent and Teaming Programs Available

TM


