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Internal Security
Assessment

Because no two organizations are alike, Patriot
believes that in order to perform a thorough
analysis of your security posture we must
understand who you are and what you do.
While other security assessment providers run
a few tools and print some thick reports that
may look impressive, our security assessments
begin with an understanding of your organiza-
tion. Patriot starts with personal discussions to
obtain knowledge about the entire operational
environment—from business processes to
policy mandated levels of trust. We still
provide a detailed report, but Patriot’s security
assessments don’t stop there. We then focus
on the areas that matter most to you and
produce a security analysis that is relevant and
provides actual value.

Patriot accomplishes this by utilizing a proven
process developed by our team of engineers
that draws upon their years of performing a
wide variety of security-related activities for
organizations in both the private and public
sector. Our custom analytical techniques are
used to verify that activities on the network
conform to your corporate security policy.

A Patriot Technologies Internal Security
Assessment will save your organization time
and money by focusing on your security
priorities and project scope.
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Got Mandates?

DIACAP/DITSCAP
FISMA
PCI
HIPAA
GLBA
SOX
BSA
ISO/IEC
State/Local Regulations
Industry Standards

To discuss how a Patriot Internal
Security Assessment can
benefit your organization, call us to
set up a consultation.

301-695-7500



A sample of audit areas included in a Patriot Internal Security Assessment include:

e System Configuration and Hardening

e Confidential Data Handling

e Spyware, Malware, Anti-Virus

¢ High Availability and Single Point of Failure Analysis

e Security Policy

e Network Architecture and Segmentation
¢ Authentication and Access Control

e Firewall and Router Configuration

e Patch Management

Patriot’s professional services are delivered by highly experienced, industry-certified security engineers and
through our partnerships with the security industry’s leading firms. Specific services include:

Threat Management Services
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Risk Management Services

@ e Awareness

- Technology that protects against
threats (firewalls, IDS, IPS, host-based
encryption, etc.)

e Product

- Deployment

- Customization

- Product Health Checks

- IT Awareness Training
- End-user Awareness Training
e Documentation
- Multi-Policy Development
- Security Architecture Diagram
- Procedural Documents
¢ Independent Validation and Verification

- All Policies

- Disaster Recovery Plans

- Business Continuity Plans

- Security Industry Assessment
e Audit

- Network

- Perimeter

- Host

- Server

- Regulatory
¢ Product

- Deployment

- Customization

- Product Health Checks

IT Management Services

e Asset Management
e Configuration Management
e Green IT
- Power Management
- Server Consolidation
- Server Virtualization
e Network Modeling
e Server Consolidation
e Telework/Remote Access
e WAN Acceleration

Securing Your Information in an Unsecured World

Regardless of whether you need an internal security assessment for regulatory compliance or if you truly want to
protect yourself from loss of valuable data and/or operational down-time, Patriot Technologies will get the job
done with thorough analysis and objectivity.

To learn more, or to schedule your Internal Security Assessment, contact Patriot Technologies today at:
301-695-7500, rfq@patriot-tech.com or www.patriot-tech.com.
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Contract GS-35F-4363D

GSA Agent and Teaming Programs Available

GSA# GS-35F-4363D

NIH BPA# HHSN 263999900685B
Federal ID# 52-1957100

CAGE Code: 07FD4

DUNS: 933945248

Other vehicles available: Encore Il, Firstsource, ITES-2H, ITES-2S,
NETCENTS, SEWP, Tiger, Treasury Commercial Vehicle (TCV), GSA Stars,

Networx, SDVOB 8a partnerships, Arete Government Solutions

Consulting and Technical Services (CATS) Contract
MD CATS Contract# 050R5800338
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