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One of the largest challenges IT professionals
face is the daunting task of maintaining
consistent, secure and compliant system
configurations. Security, compliance and
control form the core of a secure and highly
available IT infrastructure.

The RSCA engagement provides executives
with insight regarding the state of security and
compliance within their enterprises, while out-
lining detailed recommendations for securing
and hardening their systems.

RSCA provides:

e Visibility into your enterprise security and
configuration audit readiness

e Validation of IT policies and technical controls

e |dentification and prioritization of security
and configuration compliance issues

e Assessment of your organization’s accepted
industry and vendor best practices

An RSCA is the answer for medium to large
enterprises that need an automated solution for
assessing their state of regulatory, security and
configuration compliance.

The Need for Continuous,

Automated Assessment

According to analysts, 80-90% of security
exposures are the direct result of improper
configuration of servers and workstations. The
consequences of improper system configura-
tions impact the bottom line and inundate
already over-allocated IT resources. As govern-
ment mandates, regulations and best practices
evolve, it is critical for organizations to
continuously assess their compliance state and
implement change-, security- and configura-
tion-management controls.
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“ What 1s RSCAP?

An RSCA engagement is designed to

allow organizations to quickly validate their
actual system state against recommended
security, system and configuration settings.
Leveraging regulatory mandates, security
guidelines and accepted industry best
practices as the baseline, the assessment
is conducted on a representative sample
of systems to understand overall enterprise
\ compliance and identify deficiencies in

e e . operational policies and technical controls.

RSCA Process and Results
Plan: The Patriot RSCA team will contact you to schedule and define the objectives of the RSCA engagement.

Collection: The RSCA team will collect security and configuration data from a selected subset of your
enterprise systems.

Analysis: The RSCA team will analyze key operating system, application and security settings against industry
and regulatory compliance templates. The team will develop a set of detailed reports to include security, opera-
tions, program findings and recommendations.

Executive Briefing: Upon completion of the assessment, Patriot will present a summary of findings, background
issues, recommendations and immediate- and long-term remediation methods.

RSCA engagements are proven to deliver immediate business value. Whether your concern is maintaining secure
systems, ensuring IT best practices or preparing your IT environment for government regulations, RSCA is the

best way to start.

Rapid Security Configuration Assessment and RSCA are trademarks of Configuresoft.

Securing Your Information in an Unsecured World

To schedule your RSCA engagement, contact Patriot Technologies today at:
301-695-7500 °» sales@patriot-tech.com * www.patriot-tech.com
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