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Many organizations have made a concerted effort
to understand and protect their information and
data. However, infrastructure connectivity
advances and behavioral issues are now present-
ing new vulnerabilities for many businesses.
Patriot recognizes this facet of IT security and has
developed a program that allows a company to
evaluate these often overlooked exposures.

Wireless Security Risks—open radio frequen-
cies providing access to systems, network g
attacks, data and asset exposure—not to “ " £040:19
mention theft of the device itself ‘ :
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Virtual Private Network Security Risks—
sensitive nature of contents is a magnet for hack-
ers, remote access often leads to full internal
access, inadvertently and incorrectly configured
VPNSs are subject to the IDS misreading traffic

Social Engineering Security Assessment—
employee confidence tricks including email,
telephone and personal approaches; waste
management

If you need to comply with any of the following
mandates, Patriot can help:

e DIACAP/DITSCAP

e FISMA

e PCI

e HIPAA

e GLBA

e SOX

e BSA

* ISO/IEC

e State/Local Regulations
e Industry Standards
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Wireless Security Assessment

Wireless technology continues to be one of the fastest
growing technology implementations. The ability to
move around without the burden of cables is a great
benefit in today’s mobile workforce. However, wireless
technology also creates several security issues, one of
which includes the extension of the network perimeter.
Patriot’s Wireless Security Assessment evaluates the
risks related to your deployment (known and unknown)
of wireless devices. Our goal is to enumerate wireless
access points and clients, determine configuration set-
tings and then identify and document security issues.

Virtual Private Network (VPN)

Security Assessment

Organizations are increasingly realizing the benefits
of allowing business partners to connect to restricted
areas of the internal network—most often through the
Internet. While VPN vendors have made it easier to
establish connectivity between both internal and
external entities, attention must be paid to the proper
configuration of firewalls, network architecture and
other network devices. Patriot’s VPN Security
Assessment audits these connections, including a
review of firewall configuration, network devices, VPN
architecture and policies. At the end of the assess-
ment, you will be provided with a document that
identifies issues discovered and objective recommen-
dations for remediation.

Social Engineering Security Assessment
Social engineering is the use of fraudulent means to
gain access to computer systems that are protected
by passwords and/or user IDs. This trickery can be
accomplished through several avenues—email, tele-

phone, fake websites, etc. Patriot’s Social Engineering
Assessment can mimic the activities of malicious
people in order to identify where an organization may
be susceptible to social engineering techniques.
Patriot’s service does not stop there. A key component
to fighting, and defeating, social engineering attacks

is the education of employees at all levels of the
organization. Patriot can develop customized aware-
ness programs for educating users on the best ways
to thwart such attempts to compromise your security.

Patriot has a comprehensive set of
professional services capabilities. Contact
us at 301-695-7500 to learn more.

¢ Risk Management Practice includes
services to assess an organization's
risks and vulnerabilities, mitigate
that risk to an acceptable level and
monitor and proactively manage
those risks to the organization.

e Threat Management Practice offers
implementation, deployment and
support of products to proactively
protect against a potential security
breach or attack.

A

¢ |T Management Practice provides
2N operational support to IT organizations
mmb with implementation, deployment
and support services for non-security
products.

Securing Your Information in an Unsecured World

To learn more, or to schedule your Specialized Security Assessment, contact Patriot Technologies today at:
301-695-7500, rfq@patriot-tech.com or www.patriot-tech.com.
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