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Website and Perimeter Security Quick Start Programs

Patriot Technologies understands the risk and vulnerabilities associated with publicly accessible websites and the
internet perimeter—denial of service attacks, cross-site scripting, defacing—to name a few. With this risk in mind
Patriot has developed a series of Quick Start Programs (QSP) to ensure your outward-facing websites and internet
presence are protected.

e Veracode Web Application Security—Veracode’s automated web application vulnerability scanning,
also known as dynamic analysis or black-box testing empowers companies to identify and remediate
security issues in their running web applications before hackers can exploit them. By dynamically testing
web applications in a run-time environment, Veracode inspects applications the same way a hacker would
attack them — providing the most accurate and actionable vulnerability detection available.

% $5,000 per scan

e External Vulnerability Audit—Patriot’s External Vulnerability Audit is designed to determine potential
weaknesses in the infrastructure of an organization. Patriot’s certified engineers use industry-recognized
assessment tools to perform external scans/probes in an attempt to reach mission-critical resources.
Internet-facing devices such as firewalls and perimeter routers are also targeted.

4 QSP is limited to 255 IP address
* 5 days
*  $7,500

e Website Security Audit—Web Security Audit performs an advanced site analysis on your site structure,
content and configuration to identify inherent exposure to future or emerging threats. This can be critical
in determining security requirements and site architecture planning to mitigate future threats. Exposure is
communicated via a security posture rating and qualitative analysis of findings, including a complete
catalog of all site resources and their attributes

* QSP is limited to 128 website or web applications
* 4 Days
*  $10,000

e Security Vulnerability Assessment—Patriot’s Security Vulnerability Assessment is both a penetration
test and a security vulnerability audit. As a solution provider dedicated to security, we focus on those
external systems and services that expose your assets and operations to both malicious attacks and
unforeseen weaknesses. The vulnerability assessment includes a detailed analysis of your routers,
firewalls, web servers, application servers and email systems to find vulnerabilities; the penetration test
validates the vulnerabilities, reviews identity issues that matter, and objective remediation
recommendations are made to help you prioritize and plan fixes. This enables us to provide a picture of
your current and specific security posture with an effective course of action to make you more secure now

and in the future.
# QSP is limited to 64 IP address

* 5 days

*  $12,500
To learn more, or for a services quote, contact your Patriot Technologies Account Manager at 301-695-7500 or
email rfg@patriot-tech.com.
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